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Out of Band patch released for Windows Shell 

vulnerability. 
 

Microsoft has released an out of band patch [1] to correct a publically disclosed vulnerability in the 
Windows Shell.  
 

Technical Details 
 
The vulnerability, which if successfully exploited, resulted in the execution of arbitrary code due to the way 
Windows would parse shortcut files. Exploiting this vulnerability would require a user to browse to a 
directory where the malicious shortcut file would be saved. The malicious file could be transported via 
infected USB devices, network shares, drive-by downloads from a website, or by malicious email 
attachments. The extent of the damage the exploit would cause is limited to the user privileges of the 
account the malware ran on. 
 

Business Impact 
 
This vulnerability was originally seen to be used in targeted attacks against SCADA systems through the 
use of a new malware family named Stuxnet [2]. This vulnerability has since also since been used in the 
distribution of a number of malware families including key logger ZeuS [3]. In the business environment this 
patch would prevent unauthorised code execution via the original vulnerability. In cases where the 
vulnerability was exploited, attackers could take complete control of machines which could then be used to 
perform further attacks against the enterprise. Users should check that anti-virus is working and up-to-date 
as if this vulnerability has already been exploited and systems compromised, this patch may not 
necessarily rectify the infection.  
 

Further Reading 
 
[1] http://www.microsoft.com/technet/security/bulletin/ms10-046.mspx 
[2]http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Worm%3aWin3
2%2fStuxnet.A 
[3] http://www.f-secure.com/weblog/archives/00001996.html 
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