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Vulnerability Discovered in Windows Graphics
Rendering Engine

Summary

A vulnerability has been identified in the Windows Graphics Rendering Engine in Windows Vista, Windows
Server 2008, Windows Server 2003 and Windows XP. If successfully exploited the vulnerability may allow
an attacker to execute arbitrary code with the permissions of the currently logged in user. At the time of
writing no official patch was available.

Technical Details

A vulnerability in the Windows Graphics Rendering Engine in older versions of Microsoft Windows has
been found that may allow an attacker to execute arbitrary code with the permissions of the currently
logged in user.

Windows 7 and Windows Server 2008 R2 are not affected.

In order to exploit this vulnerability, an attacker would have to convince the user to go to a malicious
website or open a malicious Word or PowerPoint file.

At the time of writing no patch was available, however Microsoft is investigating and a temporary
workaround is available in their advisory. [1]

Exploit code has been made public.

CVE-2010-3970 has been assigned to this vulnerability. [2]

Business Impact

While the impact of vulnerabilities on individual businesses varies, an attacker could use this vulnerability to
compromise confidential data or run commands (including the installation of malicious programs) if a
vulnerable computer is used to access a malicious site or file. An attacker could then launch attacks on
internal systems from such a compromised computer, leading to further damage.

For more information regarding mitigations, please refer to the “Additional Information” section below.



Additional Information

[1] http://www.microsoft.com/technet/security/advisory/2490606.mspx
[2] http://lwww.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3970
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