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CERT Australia Industry News
Arrests made in relation to the Mariposa Botnet.
The FBI has recently published a press release [1] relating to the arrest of the creator and a number of operators of the Mariposa Botnet through a joint operation by the FBI, the Slovenian Criminal Police and the Spanish Civil Guard. 
Technical Details
The Botnet which reportedly controlled as many as 8-12 million computers was used to capture banking credentials, spread malware and conduct Denial of Service attacks. The botnet grew to such a size through the distribution of malware such as Rimecud [2]. Mariposa was also reportedly spreading malware via Vodaphone HTC Magic mobiles [3] back in March of this year. Whilst not infecting the phone itself, it would spread once the phone was connected to a Windows computer via USB.
Business Impact
If the command and control server has been disabled as a result of this investigation, it would mean the infected machines would no longer be able to receive commands and report back. However the machines would remain infected and may be taken over by another controller due to the functionality of the malware used. These infected machines would then continue to send compromised credentials and take part in attacks against other systems.
Further Reading
[1] http://fbi.gov/pressrel/pressrel10/mariposa072810.htm
[2] http://blogs.technet.com/b/mmpc/archive/2010/03/04/in-focus-mariposa-botnet.aspx
[3] http://www.zdnet.com/blog/security/vodafone-htc-magic-shipped-with-conficker-mariposa-malware/5626
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