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Wind River VxWorks Vulnerabilities. 

 
Two security vulnerabilities have been publically announced in the real-time operating system VxWorks [1]. 
This operating system is widely used in embedded devices such as networking equipment. Businesses 
may need to check whether they systems are vulnerable and take steps to patch or mitigate.  
 

Technical Details 
 
The first vulnerability [2] is due to a listening debug service on UDP port 17185. This service can be used 
by remote unauthorised attackers to execute commands and take complete control of the device.  
 
The second vulnerability [3] is due to a weak hashing algorithm used in the standard authentication API. 
The weakness can cause different password strings being represented as the same hash, which is known 
as a collision. As a result it could be easier for attackers to successfully conduct brute force attacks. 
 

Business Impact 
 
Devices that are running VxWorks with the affected debugging service open are vulnerable to numerous 
attacks ranging from remote code execution to denial of service. It may also be possible for attackers who 
take control of these devices to monitor network traffic which may expose sensitive information such as 
user credentials. The vulnerability is trivial to exploit and will also have exploit code released in the near 
future. The second vulnerability would make it easier for attackers to break into remote services such as 
FTP. 
 
Businesses should contact their vendors to determine if their systems are affected and check that they are 
running the most current firmware version for their devices. The first vulnerability can be mitigated easily by 
blocking access to this port through your firewall. The second vulnerability can be mitigated by white listing 
access to your remote services or disabling them if they are not in use. 
 

Further Reading 
 
[1] http://www.windriver.com/products/vxworks/ 
[2] http://www.kb.cert.org/vuls/id/362332
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