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CERT Australia Industry News
Microsoft Releases Patches for Multiple Vulnerabilities
Summary
Microsoft has released 17 (seventeen) bulletins [1] which describe updates for Windows, Internet Explorer, Windows Movie Maker, Microsoft Publisher, Microsoft SharePoint and Microsoft Exchange Server. These updates are available via Windows Update.
Technical Details

Amongst the vulnerabilities reported in the Microsoft bulletins are several critical remote code execution vulnerabilities. If a user is tricked into visiting a malicious site or opening a malicious document an attacker may be able to perform such tasks as creating new user accounts or installing malicious programs.
Even if the user did not have administrative permissions, another vulnerability included in the Microsoft bulletins could allow a standard user to increase their privileges and become an administrative user. The combination of these vulnerabilities allows administrative compromise of affected machines.

Business Impact
While the impact of vulnerabilities on individual businesses varies, an attacker could use this vulnerability to compromise confidential data or run commands (including the installation of malicious programs) if an unpatched computer is used to access a malicious site or file. An attacker could then launch attacks on internal systems from such a compromised computer, leading to further damage.
It should be noted that this is a particularly large patch release at a time of year when many organisations may have significant reductions in available staff. Organisations should consider what impact if any the holiday period may have in their response to these patches.
For more information regarding patches/mitigations, please refer to the “Additional Information” section below.
Additional Information
[1] http://www.microsoft.com/technet/security/bulletin/ms10-dec.mspx
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