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Another round of mass SQL injection attacks 
 

Cyber criminals are currently exploiting poorly written .net code in order to inject malicious commands into 
websites. Users running Microsoft IIS or SQL Server should check that their databases have not been 
compromised as part of this attack. 
 

Technical details 
 
Through the use of obfuscated SQL commands, attackers are injecting malicious JavaScript into every text 
field within vulnerable databases. When your website is viewed in a browser with JavaScript enabled, the 
code will execute and make a request to a malicious site in order to retrieve further instructions.  
 
Historically the requests retrieve malware which can then take full control of the client system providing it 
can run with administrative privileges. These compromised machines often then become part of a Botnet as 
was seen in the Asprox attacks back in 2008 [1], which are then used to compromise further sites. 
 
Several vendors have written up detailed analysis reports on this and similar attacks. [2,3] 
 

Business impact 
 
The aim of this SQL injection attack is to make use of legitimate sites in order to spread malware. There is 
a higher level of success in these attacks due to the trusted nature of the websites involved.  
 
If your site is utilising a database that has been compromised, you may be serving malware to current or 
potential customers. This can result in a loss of business or trust and can also lead to your site being 
blacklisted by search engines. 
 

Further reading 
 
[1] http://www.zdnet.com/blog/security/fast-fluxing-sql-injection-attacks-executed-from-the-asprox-
botnet/1122 
[2] http://isc.sans.edu/diary.html?date=2010-08-15 
[3] http://www.f-secure.com/weblog/archives/00001427.html
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